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NOYEMY
KMUBEP B3KAnN

Knbep Bakan - 310 pelueHne ans pe3epBHOro konvposaHus UT-nHdpacTpykTyp
no60W CNOXHOCTM C 3alMUTON OT BUPYCOB-LUNPPOBanbLLMKOB.

MpoaykT nogpep>xmBaeT bonee 50 nnatdpopm, BkoHas onepaumnoHHbIe
cucTembl AnbT JInHyke, Astra Linux, POCA n PE[, OC, nnat¢opmsl
BupTyanusauum zVirt, basnc.DynamiX, ROSA Virtualization

n PE[ Buptyanunsauus, CYB[ Ha 6a3e PostgreSQAL, KOMMYHUKaLMOHHbIE
pewenns CommuniGate Pro n VK WorkMail.

. NMPOCTO

i n
Ynob6Hasi Beb6-KOHCOMb A5 LEHTPANM30BaHHOIO

ynpaBneHus pe3epBHbIM KONMPOBaHWEM U OTCNEXUBAHUS
cTaTyca onepauui.

o 1 BE3OINACHO

3almTa OT HECaHKLIMOHUPOBAHHOr0 AOCTYNa NyTeM
WwndpoBaHNS AaHHBIX U KOMMYHUKaLWN MeXayY
~ KOMMOHEHTaM1 CUCTEMBI.

YHUBEPCAJIbHO

EovHoe pelleHve Ons 3aWmTbl ONEPaLMOHHBIX CUCTEM,
nnaTtdopm BUPTyanMsaLum U NPUNOXEHUIA C LUIMPOKUM
BbIBOPOM BapuaHTOB XpaHeHWsI.

140+ 5600+

neTabanT JaHHbIX HaLWMX 3aKa34nKOB opraHv3aumin KOMMep4ecKoro
HaxoamTca nop 3awmTon Knbep bakana 1 rocynapCTBEHHOro CEKTopa A0BEpSoT
HaMm 6e30nacHOCTb CBOMX AaHHbIX




KJTIONEBbBbIE BOSMOXXHOCTHU
KUBEP B3KAIA

Knbep Bakan no3BonsieT LeHTpanM30BaHHO yYNpaBnsTb NpoLeccamm
pe3epBHOro KOMMPOBaHNS, OTCNEXUBATb COCTOSAHME KOMMNOHEHTOB M Nony4aTb
onoBeLeHns o cobbiTuax B cucTeme. MpoayKT NnpefocTaBnseT WMPoKne
BO3MOXXHOCTM MO Pe3epBHOMY KONMMPOBAaHMIO 1 yNPaBNEHMIO Harpy3KoM

Ha MHbpPacTPyKTYpY, a Takke No oNTUMN3aLMM UCMONb30BaHNS XPaHUIIMLL.

YnpaBneHue

Ll,eHTpal'IVI3OBaHH09 N VUHTYUTUBHO
NOHATHOE ynpaBneHne pe3epBHbIM
KonnpoeBaHmeM 1 BocCTaHOBIEHUEM
[AaHHbIX Hepes eguHyo Beb-KOHCONb.

OTKa30yCTON4YUBOCTb

ObecneyeHne BbICOKOW [OCTYNHOCTU
cepBepa ynpaBneHus 3a cyeT
MCMNONb30BaHNs 0TKa30yCTONYNBOIO
knactepa.

onTuMmunsauusa

YnpaBneHue HarpyaKoi

Ha MHPPACTPYKTYPY: BbIYUCIUTENbHbIE
pecypcbl, CETEBOMN KaHan 1 XpaHunuLe
pesepBHbIX KOMWA.

Knbep bakan BknioyeH B PeecTp oTedyectBeHHoro MO.

MOHMTOPUVHr

Busyanusaums cocTosiHUSI CUCTEMBI,
MHbPaCTPYKTYpbl ¥ NPOLLECCOB

B peanbHOM BPEMEHW U 3a 3aaHHblii
nepuvop, OrNoBeLLEHNS O KIIOYEBbIX
CcobbITUAX.

Bbe3onacHoCTb

MaponbHas 3alwmTa pe3epBHbIX KONui
1 XpaHunu, wndpoBaHne
KOMMYHUKaLMIA 1 3awmuTa

OT BUPYCOB-LIM(POBanbLLMKOB

Ha ocHoBe UN.

XpaHeHue

Mcnonb3oBaHWe nokanbHbIX, CeTEBbIX
1 0651a4HbIX XPaHUIULL, ONTUMarnbHOe
XpaHeHue bnarogaps cXXaTuio JaHHbIX
n oepynnvkauum.

MpoayKT oTHOcMTCS K chepe MCKYCCTBEHHOIO UHTeNNeKTa.



4TO HOBOI'O
B BEPCN17.0

3awuTa PesepBHOe KONUpoBaHUe
BUPTYalibHbIX MaWIWH. - . .. npocTpaHcTBa 5o
Baauc.DynamiX umeH Kubernetes
NobaBneHa BOSMOXHOCTb B NpoayKT BKOYEH areHT
6esareHTHOro pesepBHOro [J19 CUCTEMbI yrnpaBneHns
KOnMpoBaHus KOHTENHepHbIMU cpepamu

1 BOCCTaHOB/EHNSA Kubernetes, koTopbin
BMPTYanbHbIX MaLlVH, MO3BOJIAET BbINOJIHATb
paboTatoLmx pesepBHOE KonMpoBaHue
nop ynpasneHnem 1 BOCCTaHOBNEHWNe
nnatdopmbl Basuc.DynamiX. NpPOCTpPaHCTBa UMEH.

e [oppepxka Active Directory ons cepBepa ynpaBneHus
Ha Linux

e Pacwupenne nogaepxkn VK WorkMail: BoccTaHoBneHne
[0 YPOBHS MMCbMa, NOJMHOE U rpaHynspHoe
BOCCTaHOB/NEHME HaNPSAMYIO C TEHTOYHbIX HaKonuTenemn

® YnyuleHHas Noaaep>KKa NeHTOYHbIX HakonuTenen
npu onepauusx Yepes y3en XxpaHeHus

e PesepBHOE KONMUPOBaHWE TEroB M aTpMBYTOB BUPTYarbHbIX
MalwumH VMware

® [lopaboTKun MOHMTOPWHIa, MO3BONSAIOLLME YIPOCTUTL cHop
¥ aHanu3 nHpopmaLmm o 3agayax pe3epBHOro KONMPOBaHUS

KNBEPINPOTEKT

Nopnepxka Sl
PostgreSQL ansa cepeepa:
ynpaBneHus paoc

MosiBunacb BOBMOXHOCTb
ncnonb3osaTtb PostgreSQAL
L1151 XpaHeHus cny>kebHom
nHdopMaLmmn cepsepa
ynpasneHus,

4YTO NMO3BONSAET yNpaBnATb
pesepBHbIM KONMMPOBaHNEM
6onbLuero Yncna ycTponcTs
B e,EI,VIHof/I UHCTannAauun
CUCTEMbI.

KnbepnpoTekT — poccuitckuin pa3apaboTynk CUCTEM Pe3ePBHOr0 KONMPOBaHMS, 3alMTbl OT YTEYKM AaHHbIX
(DLP) 1 MHbpacTpyKTypHOro NporpaMMHoro obecneyeHus. PelueHnsmMmn KoMnaHuy nonb3yoTcs
opraHu3auumn nioboro maclutaba, KOTopble 3aMHTEPeCcOoBaHbl B HaAeXHOW knbep3aalumTe, COXpaHHOCTM

AaHHbIX U paboTocnocobHocTu UT-uHbpacTpyKTypbl.
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